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ABSTRACT 

As of September 2017, the US Federal Bureau of Investigation has ranked South Africa as sixth 

and seventh on the cybercrime predator list. This means that there is an increasing amount of 

cybercrimes being perpetrated within the country. Although research into cybercrime has 

increased over the last decade, it is still a topic that remains unexplored, particularly from a 

social science perspective. The objective of this study was to collect baseline information 

regarding people’s perceptions and experiences of cybercrime within the South African 

context. An online questionnaire was completed by 248 respondents and covered a range of 

cybercrime related questions. It was found that 45.08 percent of respondents indicated that 

they had been targeted as a victim for cybercrime within the last year, with the two most 

common forms being; receiving spam e-mail (e.g. inheritance) and unsolicited pornographic 

images. In terms of reporting cybercrime, 45.95 percent of respondents indicated that they are 

‘very willing’ yet 66.1 percent indicated that they do not report cybercrime, attributing this to 

being uninformed regarding how to report cybercrime activity. A small portion of the 

participants still regarded it inadequate practice to control and prevent cybercrime activities. 

Nearly 40 percent (39.9%) of the respondents felt that the current South African legislation on 

cybercrime failed to control cybercriminals. Just over half (51.2%) of the respondents were 

not sure whether South African law was able to control cybercriminals. Only eight percent of 

respondents had a strong belief that South African law was able to control cybercriminals. The 

findings of this study are discussed within the South African context, with the recommendation 

of increasing the publics’ accessibility to, and knowledge of, cybercrime laws, policies and 

reporting procedures.  
 

Keywords:  Cybersecurity; cybercrime; cyberattack; threat; safety practices; risk; attacks; 

public perceptions; victim; South Africa. 
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INTRODUCTION 

Over the past two decades, the use of machine technology has increased significantly both in 

domestic households and in the business sector (Solak & Topaloglu, 2015), and the rise of the 

internet has led to the further impact of information technology (IT) on people’s everyday lives 

(Dowland, Furnell, Illingworth, & Reynolds, 1999) to such an extent that society has become 

dependent on cyber systems globally in all spheres of life, including business, the financial 

sector, energy, entertainment and communications, as well as national defence (Sofaer, Clark 

& Diffie, 2010). According to Choo (2011), information communication technologies (ICTs) 

provide new opportunities for governments and corporations to run and grow their institutions 

and businesses, while simultaneously exposing or putting their users at risk of security threats. 

Cyberspace, which is often described as a globally-interconnected digital information and 

communications highway, has underpinned almost every facet of modern society, providing 

critical support for a country’s economic and civil infrastructure, public safety, and national 

security (Sofaer, Clark, & Diffie, 2010).  
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The increased dependency on IT has also resulted in opportunities for abuse through 

cyber hackers and viruses (Dowland et al, 1999). This has occasioned the emergence of new 

kinds of crime, namely, those committed online using the internet. For Furnell, Tsaganidi, and 

Phippen (2008), ICT presents criminal opportunities for those who have illicit intentions. 

Globally, cybercrime represents a broad distribution of actions across a range that includes 

financially-driven acts, computer content-related acts, as well as acts against the 

confidentiality, integrity and accessibility of computer systems (UNODC, 2013). According to 

Cyanre (2017), there are three kinds of illicit cyber activities, namely, cybercrime, 

cyberwarfare, and cyberterrorism. In the present study, the main focus is on cybercrime. 

The phenomenal growth of the internet has given birth to the storing and processing of 

information (Solak & Topaloglu, 2015). Consequently, this has created advantages and 

disadvantages for computer users. Some disadvantages emphasised by the 2017 BRICS 

Leaders’ Xiamen Declaration include; confidentiality, integrity and availability of data, 

unauthorised access to computer systems, the interception of data transmission, and data 

interference. Some major cybercrime categories identified in the same declaration include 

system interference, forgery, and identity theft (BRICS, 2017). Those individuals representing 

this category have taken advantage of information technologies to commit crimes, in some 

instances targeting the technology itself. Choo (2011) consolidates his argument by pointing 

out that people, organisations and countries are at high risk for the threat of cybercrime and 

cyberattack. 

Danny Myburgh, Chief Executive Officer of the leading South Africa-based computer 

forensic company, Cyanre, The Digital Forensic Lab, while speaking at the Ninth Chartered 

Secretaries Southern Africa, Premier Corporate Governance Conference 2017 held in 

Johannesburg, noted that cybercrime was becoming a key issue in South Africa (Cyanre, 2017). 

His inferences were based on the US Federal Bureau of Investigation (FBI) ranking South 

Africa sixth and seventh on the cybercrime predator list (Kilian, 2017). Earlier, Von Solmes 

(2015) reported that in 2014, South Africa had more cyberattacks than any other country on 

the African Continent. According to Lowe (2014) and Von Solmes (2015), an estimated ZAR5 

billion was lost annually through cybercrime in 2014 alone. Myburgh identified three kinds of 

illicit cyber activities, namely, cybercrime, cyberwarfare, and cyberterrorism. 

Only as recently as 2017 did South Africa adopt a state position on cybercrime, with 

the tabling for comment in the National Assembly on 22 February 2017 of the Cybercrimes 

and Cybersecurity Bill (SabinetLaw, 2017) This draft bill acknowledges that in today’s 

clickable economy, wherever there is commerce, there is also the risk of cybercrime. 

It further maintains that financial institutions, internet storefronts, hospitals, or any 

institution that does business with online shoppers is exposed to cybercrime (Republic of 

South Africa, 2015; 2016). Similarly, the Budapest Convention (CETS No. 185) acknowledges 

that anyone with an e-mail address, an inbox or a social media account can be a 

target. Hence, it has been argued that many organisations and individuals are unaware of 

being potential targets for hackers, cyber thieves, and extortionists until it is too late to 

respond to or recover from being cyberattacked (Council of Europe, 2018a). 

For Lowe (2014), there is a large gap at the international level in addressing cybercrime. 

Shinder (2011) argues that this could be attributed to lawmakers’ non-expectation of the rapid 

growth of online behaviour that requires new laws. Unsurprisingly, at the global level, less than 

half of responding countries perceive their criminal and procedural legal frameworks to be 

sufficient, although this masks large regional differences. While more than two-thirds of 

countries in Europe report sufficient legislation, the picture is reversed in Africa, the Americas, 

Asia and Oceania, where more than two-thirds of countries view laws as only partly sufficient 

or not sufficient at all. However, the United Nations Office on Drugs and Crime (UNODC) 

claims that one of the biggest challenges in attempting to address cybercrime at an international 



Du Toit-Hadebe-Mphatheni  Acta Criminologica: Southern African Journal of Criminology 31(3)/2018 

Special Edition: Cybercrime 

__________________________________________________________________________________________  
 

__________________________________________________________________________________

113 

level is that of jurisdiction, particularly when cybercrime has transcended borders. Their draft 

report of a comprehensive study on cybercrime (UNODC, 2013) demonstrates that many 

countries recognise the importance of an expedited mechanism for international cooperation 

procedures in criminal matters involving cybercrime. While some countries propose the 

strengthening of existing informal police-to-police networks, still others seek the development 

of existing formal international cooperation channels, including bilateral and multilateral 

agreements.  

 

UNDERSTANDING CYBERCRIME 

Cybercrime can be defined as, “any kind of illegal, unethical and unauthorised behaviour in a 

system, which processes information automatically or transfers data” (Keskin (2009) cited in 

Solak & Topaloglu 2015: 591). Accordingly, cybercrime is a crime committed via the internet 

and a computer system (BRICS, 2017). In addition, Aghatise (2014: 2) defines cybercrime, “as 

a crime committed on the internet using the computer as either a tool or a targeted victim.” 

Aghatise (2014) identified spamming and piracy as categories of cybercrime. He categorised 

spamming into two further categories, namely, hucksters and fraudsters. Spamming is the act 

of sending unsolicited messages to a large number of computer users, the intention being to 

advertise particular products or services. Spamming can also be used to infuriate a computer 

user, as by spamming a computer user’s e-mail address the perpetrator can send multiple 

messages per second with the intention to annoy and irritate the computer user. 

Lowe (2014) identified botnets, piracy and malicious code, drive-by exploits, worms 

and trojans, denial of service attacks, and code injections as some of the most prevalent forms 

of cybercrime. Botnets are defined as a set of infected computers under the remote control of a 

cybercriminal and are reported to be used in a wide range of criminal activities, which include 

bank fraud and data theft. A denial of service attack is when a cybercriminal attempts to make 

cyber resources unavailable to a user. A denial of service attack is said to have considerable 

reputational ramifications on the part of its victim. Piracy and malicious code criminals make 

their untoward earnings by selling imitation software, software that is frequently laced with a 

malicious code that can infect the host computer, thereby enabling cybercriminals to boost their 

financial rewards indeterminately (Lowe, 2014). 

According to Choo and Smith (2008), phishing is facilitated through publicly available 

personal information, such as name, e-mail address, school attended and people with whom the 

victim is acquainted. Cybercrime.org.za (2017) defines phishing as web spoofing, where 

attackers use “fraudulent websites to trick an internet user into giving away confidential 

personal information such as credit card numbers, account usernames and passwords, and ID 

numbers.” This is called ‘phishing’ since attackers are ‘fishing’ for individual information and 

trying to trap an internet user into providing it. Similarly, Jansson and Von Solmes (2013) 

maintain that most cyberspace criminals focus on attacking the internet user by using a variety 

of deception techniques to commit electronic fraud, a methodology that most authors name 

‘action phishing.’ In recent years phishing attacks have been reported to have increased 

enormously. Furthermore, the lack of knowledge regarding phishing can have overwhelming 

effects on any organisation or individual (Jansson & Von Solmes, 2013). 

 

CYBER ATTACKS 

Malware is short for malicious software. It is a specific application or programme, which is 

made to disturb or cause damage to users (Kamal, Ali, Alani & Abdulmajed, 2016). Malware 

can be used for different purposes, including stealing sensitive information, halting computer 

operation, or acquiring access to a personal computer system (Prasad & Kisore, 2015). The 

cybercriminal, as the primary instigator in instituting a cyberattack, uses features of the internet 

such as e-mails, web-browsers, and remote software. System defence mechanisms include 
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firewalls, virus scanners, and vulnerability and penetration tools (Maiti, 2013: np). E-mails are 

used more often, and attachments such as digital images and spreadsheets with content are 

invariably sent using e-mail servers. Webpage content is also received or sent by e-mail. Most 

viruses are spread using e-mail. These e-mail viruses are programmed to infect the host 

computer of anyone who opens the message with e-mail client software or a web-browser. The 

virus then replicates itself to all the users in the email client’s address book (Maiti, 2013: np). 

In addition, proprietary web browsers contain tools and scripts that can be turned against a 

user’s computer. Concerning denial-of-service cyberattacks, it has been reported that, “where 

the perpetrator seeks to make a machine or network resource unavailable to its intended users 

by temporarily or indefinitely disrupting services of a host connected to the Internet, increased 

between October and December. Attacks from Vietnam and Russia were at 22 percent, China 

was at 21 percent, Brazil was at 15 percent and the US at 14 percent” (Cyanre, 2017). 

Remote software is also one of the primary target facilities that can be used to allow a 

cybercriminal to take control of an existing computer or server remotely through another 

computer. This is usually accomplished through a modem or network connection. This usage 

portal is used to manage the server remotely through bidirectional interactive text-oriented 

communication protocol facilities or telnet and provide access to limited or shared resources 

on a network. In some instances, the remote connection is completed in such a way that the 

user’s computer acts as a terminal computer. Attackers can then use the modem or network 

address ports to acquire access to internal network structures (Maiti, 2013: np). The 

perpetrators use what is called ‘social media engineering’ when preying on their victims, which 

includes going into the target’s social media accounts and collecting information from their 

postings. The information thus gathered is used by the perpetrator to initiate an attack on the 

victim (Cyanre, 2017). 

 

CURRENTLY IMPLEMENTED HARDWARE CYBER SECURITY MEASURES  

Kritzinger and Von Solms (2010) report that home users’ information security awareness is 

supported by the following statistics and software solutions: 

 

• Home users account for 95 percent of internet attacks (Symantec, 2007); 

• Three million computers have been infected with Koobface, a social networking 

worm (CISCO, 2009); 

• Some 89.7 percent of all business e-mails are spam (Sophos, 2009). 

• One in every 600 PDF files downloaded from the web contains malicious software 

or malware (CISCO, 2009); 

• 23 500 infected websites are discovered every day. That is one every 3.6 seconds, 

four times worse than the same period in 2008 (Sophos, 2009); 

• Fifteen new bogus anti-virus vendor websites are discovered every day. This 

number has tripled from an average of five in 2008 (Sophos, 2009); 

• Spam levels were expected to rise 30 percent to 40 percent in 2010 (CISCO, 2009); 

• Novice users are likely to face a range of internet threats as their unfamiliarity with 

the technology can limit their ability to recognise the threats and understand the 

requisite protection (Furnell et al, 2008); 

 

Maiti (2013: np) reports that there are tools enabling a web-browser to execute the 

playing of a video on a bogus website, which can then be used to activate the remote execution 

of other programmes that can enable a website’s host server to steal elements of a visitor’s 

system. User names, login names, passwords, and internet protocol (IP) addresses are reported 

to be tools that can be used to get access to a web-browser Maiti (2013: np). 
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 Firewalls provide basic barriers that prevent penetration through a combination of 

hardware and software that act as a partition between an internal network and the outside digital 

world. A firewall has two primary functions. Firstly, it is able to hide the IP address of the 

internal network, which may observe or connect to a system inside the firewall. Secondly, it is 

able to monitor incoming and outgoing data packets through its communication ports, 

providing packet filtering by allowing them to pass or halt based on the source and destination 

IP addresses. Virus scanners search for malicious software (malware), spyware, internet 

worms, and Trojan horses. According to Maiti (2013: np), they operate in any of the following 

conditions: 

 

• Searches for a given type of code indicating the existence of malicious software; 

• Search for unauthorised changes to the original software; 

• Detect unauthorised activities of a given system operating under given conditions; 

and 

• Vulnerability and penetration tools are a vast group of products, which incorporate 

automated systems for the collection and evaluation of information about properties 

of devices connected to a network (Maiti, 2013: np). 

 

RISKS IN CYBERSPACE 

As has been noted (that the use of the internet comes with its own disadvantages), people can 

be at risk of cybercrime through an attack directly on to their computer’s operating system. As 

stated above, the computer can be used as the target or the tool used to attack an individual. 

Countries and people are at risk of cybercrime, particularly through harassment and threats 

made possible by using the internet on personal computers, tablets and mobile phones, as well 

as by publishing music or books without obtaining the necessary copyright permission from 

the owners of the intellectual property. These are two examples of cybercrime risk (Solak & 

Topaloglu, 2015).  

Aghatise (2014) is of the view that when an individual is the main target, the computer 

is used as a tool against that individual. Furthermore, the computer is used to inflict crimes, 

some of which existed even before the emergence of computers, e.g. financial scams and theft. 

According to the 2013 Norton Report (Security Affairs, 2013; Symantec, 2013), South Africa 

has the third highest number (73%) of cybercrime victims worldwide, with Russia ranking first 

(85%) and China second (77%). The computer as a tool provides an advanced and effective 

weapon to commit such crimes. The computer also helps criminals expand their pool of victims 

and makes it harder to trace and apprehend said criminals. According to Aghatise (2014), 

crimes inflicted against individuals using the computer often require less technical expertise on 

the part of perpetrators and the resultant damage shows itself in the real world. In utilising the 

computer, an individual’s weakness is exploited. Information or data can be manipulated, 

purposefully corrupted or accessed, or the operating system can be blocked. In these kinds of 

crime, the information system is targeted.  

Choo (2011) asserts that cybercrime is not a victimless crime. Companies and 

corporations are said to be more at risk of cybersecurity breaches and are warned that they must 

prepare to have strategies ready for dealing with cybersecurity breaches when it occurs (Kilian, 

2017). Organisations whose cybersecurity gets breached, risk revealing financial and customer 

data and their IT infrastructure gets damaged (Kilian, 2017). Correspondingly, Professor 

Sebastiaan Von Solmes, director of the Centre for Cyber Security at the University of 

Johannesburg, has stated that no one is insusceptible of cybercrime (Cape Times, 2017), while 

Aghatise (2014) believes that people who are gullible, desperate, inexperienced, or simply 

unlucky are more likely to be victims of cybercrime. The probability of becoming the victim 

of a cybercrime attack also depends on the criminal’s psychology, as it is important to know 
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who the criminal is likely to target (Aghatise, 2014). Therefore, criminals are likely to strike 

those internet users who they regard as exhibiting particular vulnerability traits. The 

cybercriminal takes into account the personality of the internet user before targeting him or 

her. 

People who are easily deceived are more likely to be victims of cybercrime. According 

to Aghatise (2014), cybercriminals are most fond of people who are easy to deceive. Research 

conducted by Aghatise (2014) found that not only did older people more easily trust others, but 

they would more readily ask other people for help with accessing their e-mails. Additionally, 

they trusted content within spam e-mails more easily. Likewise, younger people, particularly 

children, believe that people they interact with on the internet are friendly and worthy of their 

trust. Most people who have become victims of cybercrime are said to be prone to trusting 

people and making friends easily. Some computer users are said to be desperate and seek to 

make easy money. Invariably, such users find themselves falling for unsolicited e-mails, which 

contain false promises of an inheritance, a “get-rich fast” investment opportunity, advance-fee 

scheme, or simply informing them that they have won a large sum of money in a lottery or 

competition, which they have never entered. As Aghatise has noted, “greedy and desperate 

people will always fall to this level of scam and follow the instructions in the e-mails, which 

most others are likely to treat as junk” (2014: 4). In addition, Aghatise (2014) has reported that 

he witnessed women during his work at a popular café in Benin City, capital of Edo State, 

come and request private internet access (PIA). As he was monitoring a certain woman, he 

found that she was unskilled and inexperienced and, in all probability, deceived by an 

American male to go online on a webcam naked. Lastly, unlucky people who ordinarily take 

precautions against cybercrime attacks often find themselves in cyberspace at the wrong place 

and at the wrong time. 

 

REPORTING AND INTERVENTION OF CYBERCRIME 

Apart from their mentality, strength and motivation to commit cybercrime, cybercriminals also 

need to perceive the vulnerability of the potential victim in order to determine whether there 

will be an obstacle to commit a successful cybercriminal act or not (Aghatise, 2014). This 

suggests that, if internet users could block the path that is used by cybercriminals by placing 

obstacles in the way, it will hinder the potential successful committing of cybercriminal acts 

by cybercriminals. By limiting the lucrative nature of cybercriminal acts, cybercriminals will 

be discouraged to commit cybercrime. Aghatise (2014) believes that the fight against 

cybercrime must be initiated through applying prevention methods first, adding that individual 

internet users must play a proactive rather than reactive role. Moreover, the internet user should 

not wait for the crime to take place before putting prevention methods in place. Internet users 

should thus begin fighting cybercrime at home and should not reply to any e-mail coming from 

an unknown source. As Aghatise (2014) further advises, spam e-mails must be reported to 

cybercrime research sites. Aghatise (2014) thus attributes the lucrative nature of cybercrime to 

the fact that its victims rarely have the necessary knowledge to deal with cybercrime 

occurrence. As a result of this lack of knowledge on the part of internet users, cases of 

unreported cybercrime remain (Burger, 2013). 

According to Von Solmes (2015), it is not easy to determine the level of cybercrime 

incidents in South Africa accurately, since there is no legal requirement to report cyber related 

crime at present. Correspondingly, Aghatise (2014) reports that one of the major challenges 

across the African Continent is the enactment of adequate cyberspace laws. This justifies the 

low number of respondents (10.1 %) who reported being unwilling to report incidents of 

cybercrime to the police. However, there is general acceptance that South Africa is facing a 

major cybercrime challenge. Burger (2013) contends that cybercrime goes mostly unreported 

or undetected. The prevalence of the financial loss due to cybercrime such as, ’unauthorised 
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access, online extortion and Distributed Denial of Service (DDoS) attacks’ remains unknown. 

Official crime statistics released by law enforcement, prosecution and government agencies 

and non-government agencies are reported to be unlikely to show the whole cybercrime 

landscape (Choo, 2011: 6). Unreported cybercrime could be ascribed to victims not being 

aware that they had experienced cybercrime incursions Choo (2011: 6) further reports that 

organisations who are the victims of cybercrime may be reluctant to report security breaches 

in their organisations due to the following reasons:  

  

• Believing the incident was not serious enough to warrant reporting it to law 

enforcement and other competent agencies; 

• Believing that there is little chance of a successful prosecution; and 

• Fearing negative publicity and that reporting could result in a competitive 

disadvantage. 

 

SAFETY PRACTICES  

Cyber security is defined by the International Telecommunications Union (ITU) as the 

integration of tools, policies, security concepts, security safeguards and guidelines (Jansson & 

Von Solms, 2013). Cyber security includes “risk management approaches, actions, training, 

best practices, assurances and technological tools that can be used to protect cyberspace” 

(Lemieux, 2011: 1). Choo (2011) maintains that the sophisticated and serious nature of cyber 

exploitation and malicious activity, made possible by the interconnected world, poses serious 

threats to the national security of many countries. These cyber threats usually fall into two 

categories: 

 

i. The computer is the target of the transgression. Using the computer, the offender attacks 

network privacy, integrity, gains unauthorised access to computers, undertakes 

unlawful tampering of systems, programmes, or data; 

 

ii. A second category covers common criminal offences, which include theft, fraud and 

forgery. These crimes are possibly committed with the use of computers, computer 

networks and related information and communications technology (Lemieux, 2011).  

 

Kritzinger and Von Solms (2010) classify personal internet users as home users and 

non-home users. Non-home users are those who use the internet in the corporate work setting. 

These users are within industry environments that include, “government areas, and academic 

areas” (Kritzinger & Von Solms, 2010: 2). Non-home users have probably been exposed to 

cyberattacks and thus require information safety cognisance courses, in addition to 

promulgating policies governing corporate procedures, guidelines, and best practices to 

complement such awareness courses and perform secure practices when accessing the internet. 

For Kritzinger and Von Solms, safety cognisance training and exercises are among the most 

significant instruments to ensure the safety of data information in an organisation or institution 

(2010: 2). It is, therefore, crucial that non-home-users acquire up-to-date information regarding 

safety awareness practices. Kritzinger and Von Solms further maintain that non-home users 

should be under the constant supervision of the organisation, “to ensure that the rules and 

regulations regarding information security is properly enforced within the users working 

environment” (2010: 2).  

In observing the safety practices of the personal internet user, Kritzinger and Von Solms 

maintain that home users do not have the “luxury of ‘watchful eye’” with no administration to 

safeguard them, or to acquire “information security awareness knowledge and implementing 

it” (2010: 2). Home users of the internet, therefore, become more susceptible to security threats 



Du Toit-Hadebe-Mphatheni  Acta Criminologica: Southern African Journal of Criminology 31(3)/2018 

Special Edition: Cybercrime 

__________________________________________________________________________________________  
 

__________________________________________________________________________________

118 

(Furnell, Tsaganidi & Phippen, 2008). The vulnerability of the home user is believed to be high 

since many do not have the knowledge to understand or protect themselves from a possible 

cyberattack. Accordingly, home users are more at risk of online crime unless they receive 

automatic protection provided by their respective internet service providers (ISPs), operating 

systems, or anti-virus and anti-malware software packages (Kritzinger & Von Solms, 2010: 2). 

Citing the European Network and Information Security Agency (2006), Kritzinger and Von 

Solms (2010: 2) noted that home users come from varying age groups, possess varying degrees 

of technical knowledge, and make use of ICT for personal reasons anywhere outside of their 

normal work settings. In other words, home users are private individuals who access the 

internet from a personal computer at home, where that individual him/herself is obliged to 

ensure that regular updates, patches and anti-virus and anti-malware are installed on their 

personal computers to maintain cybersecurity. The cybersecurity of the home user is not 

enforced by any organisational regulations, and for all intents and purposes remains 

unmonitored. Kritzinger and Von Solms assert further that the home user is not fundamentally 

required to acquire information security knowledge of any form (2010: 2).  

The paucity of information about cybersecurity knowledge of average home users is 

regarded as one of the main risks exposing them to cybercrime. The lack of proper information 

about security awareness knowledge by home users means they are unaware of the cyber risks 

to which they are exposed daily. In addition, one of the main reasons for insufficient 

information about security awareness is the absence of enforcement by a third party, unlike the 

non-home user who enjoys supervision in the work environment to ensure cyber space is used 

under safety measures and that information is secured. Internet home users are thus responsible 

for securing their own cyber environment (Furnell et al, 2008; Kumar, Mohan, & Holowczak, 

2008).  

Cybercrime, as a growing contemporary problem, gives rise to the need for legislation 

based on both law and technology (Solak & Topaloglu, 2015). It is reported that the first 

legislation to address cybercrime was proposed by the chairperson of the U.S. Senate 

Committee on Government Operations, Senator Abraham Ribicoff, in February 1977. The first 

recorded cybercrime was published in the Minneapolis Tribune,18 October 1966, the paper 

reporting a “computer expert accused of cooking the account books” (Solak & Topaloglu, 

2015: 591). These two occasions led to the first discussions of the concept of computer crime 

in the US and on other international platforms (Walls, 2008). Similarly, the Council of Europe 

initiated work on electronic data banks in order to determine the principles necessary to 

safeguard individual privacy and to protect individuals from cybercrime (Solak & Topaloglu, 

2015). This resulted in two recommendations presenting the principle to be pragmatic in 

electronic data banks in both the public and the private sectors. Accordingly, affiliate countries 

such as Germany, France, Austria, Denmark, and Norway accepted certain codes for data 

protection. As a consequence, The Convention for the Protection of Individuals with regard to 

Automatic Processing of Personal Data (Council of Europe, 1981) was signed in Strasbourg 

on 28 January 1981 and duly endorsed by its member countries, this being “the first legally-

binding international instrument in the data protection field” (Council of Europe, 2018b).  

The Budapest Convention (CETS No. 185) is the most comprehensive regulation 

realised within the Council of Europe and took four years to issue. It was opened for signature 

in Budapest on 23 November 2001. As of October 2014, forty-four states have endorsed the 

convention, while a further nine states have signed the convention, but not approved it. Turkey 

is among those states that have yet to endorse the Budapest Convention (Konseyi, Suclar & 

Taslagu, 2007). 

In order to ensure safety practices, the BRICS Leaders Xiamen Declaration endorsed 

the role of the United Nations (UN) with regard to developing norms of responsible state 

behaviour in cyberspace and re-confirmed the principles of international law as stipulated in 
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the UN Charter particularly relevant to the “sovereignty, independency, territory, non-

interference, and human rights and freedom” (BRICS, 2017). BRICS leaders also called on the 

UN to devise a universal regulating instrument on fighting cybercrime, which would be 

binding, with member states working together. BRICS countries agreed to work together on 

ensuring security in the use of ICTs. The leaders also agreed to establish internationally 

applicable rules for the security of ICT infrastructures, data protection and the internet that 

could be broadly accepted by all parties concerned, and jointly to build a network that is safe 

and secure (BRICS, 2017). It has thus been reported that at the regional level, various regional 

blocks have developed frameworks for cybercrime legislation. Indeed, framework guidelines 

to control cybercrime as early as 1999 were created by the Organisation of American States 

(OAS). In 1999, the Economic Community of West African States (ECOWAS) adopted a 

directive on fighting cybercrime, while in 2011, the Common Market for Eastern and Southern 

Africa (COMESA) presented the Cybersecurity Draft Model Bill (Richet, 2015: 231).  

Addressing cybercrime requires the innovation of technical solutions to fight 

cybercrime; this being the preferred option for most cybersecurity experts, yet most law 

enforcement personnel are not equipped with the requisite technological knowledge while most 

cybercriminals are experts in technology (BRICS, 2017). Law enforcement agencies such as 

the US Department of Justice and the International Telecommunication Union (ITU) have, 

therefore, initiated programmes that assist developing countries in the African, Caribbean and 

Pacific Group of States to draft laws and other appropriate prosecution instruments to 

successfully indict cybercrime offenders (BRICS, 2017). These measures will ensure that 

countries in the developing world will develop their own cybersecurity measures.  

Private organisations have also developed their own rules regarding the acceptable use 

of their networks and educating their employees about cybercrime (BRICS, 2017). Some 

organisations have developed security mechanisms, such as computer emergency response 

teams, which assist the technical handling of cybercrime, particularly cybercrime that is 

directed at computer networks.  

 

SOUTH AFRICAN LAW DEALING WITH CYBERCRIME 

As discussed in brief above, South African legislation is in the process of being amended to 

deal with emerging cyber space intimidation, as evidenced in the tabling of the Cybercrimes 

and Cybersecurity Bill (SabinetLaw, 2017) for comment in the National Assembly on 22 

February 2017 (Republic of South Africa, 2015; 2016; Kilian, 2017). Currently, South Africa 

is said to be “waiting for the new Bill to become law, which will then define aspects such as 

defrauding a person through means of false websites” (Kilian, 2017). South Africa, however, 

does have common law offences that define a body of legal rules with respect to corruption via 

the falsifying of invoices using computers. Likewise, legislation is also in place with regard to 

the electronic transfer of money, which is covered by the Electronic Communications and 

Transactions Act No. 25 of 2002, which also deals with the illegal access to information and 

data damage (Kilian, 2017). However, it is not easy to discover the location of the 

cybercriminal that is necessary for an arrest to take place, as well as where and by who 

cybercrimes are committed. Shinder (2011) also points to the fact that online crime provides a 

place to hide for the would-be criminal. A cybercriminal may hide her or his identity because 

there are various services that mask or hide the IP address of the cybercriminal, thus making it 

hard to follow the trail of the criminal. Even if the perpetrator could be caught, it is difficult to 

prove digital evidence. As a consequence, it is hard to prosecute cybercrime successfully. 

Taking the example of child pornography, Shinder (2011) notes that it is not easy to determine 

or prove that an internet user was personally aware of downloading illegal material when 

someone else could have hacked into the system and stored data without the knowledge or 

consent of the original computer user if the computer was not adequately secured. Likewise, as 
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Von Solmes (2015) has reported, while the number of laws addressing data protection has 

increased in Africa, these laws need to be researched thoroughly once they have been 

implemented in order to determine their effectiveness.  

On 27 June, 2014, the African Union adopted the African Union Convention on Cyber 

Security and Personal Data Protection (African Union, 2018; Von Solmes, 2015). The Bill 

however has specific shortcomings, where certain experts have expressed the opinion that it 

leaves some important questions unanswered, such as whether Africa has experts in the cyber 

field who will be able to implement the bill effectively. Von Solmes (2015) reports that, while 

cyber capacity skills are also said that worldwide, South Africa is also not immune to these 

scarce skills. Von Solmes (2015) adds that in order for South Africa to implement the bill 

effectively and proficiently it has to train a considerable number of people, equipping them 

with the necessary IT skills. For such skills “there needs to be political will and financial 

resources are required” (Von Solmes, 2015: np). Hence, without the necessary cyber skills, the 

bill will only look good on paper and not deliver the desired results. A further negative aspect 

that Von Solmes notes in the bill is, “the decentralisation of cyberrelated responsibilities to a 

number of government departments,” which in all probability will create “a silo-based 

approach to cyber governance” (2015: np). In turn, this will ultimately lead to ineffectiveness 

and replication of work. Von Solmes thus suggested merging some, if not all, of the different 

configurations in the bill, so that limited practical assets would be used more effectively (2015). 

The South African Cybercrimes and Cybersecurity Bill (Republic of South Africa, 

2015) has been developed specifically to address cybercrime by defining a comprehensive 

variety of cybercrimes. Accordingly, it recommends a series of punishments for contravention. 

Furthermore, it proposes a number of cyberstructures that may provide a range of services (Von 

Solmes, 2015). Mandated by the National Cybersecurity Policy Framework, passed by the 

South African Cabinet in March 2012, the National Cybersecurity Hub was launched in 2015 

as a key element in creating cybersecurity awareness as well as facilitating information and 

technology sharing that will ensure South African business and personal internet users can 

remain secure online. As part of South Africa’s National Computer Security Incident Response 

Team (CSIRT), the Cybersecurity Hub provides a key point of contact for all cybersecurity 

matters, creating an environment, which allows anyone to report cybercrime. Accordingly, the 

“Cybersecurity Hub enhances interaction, consultations and promotes a coordinated approach 

regarding engagements with the private sector and civil society” (Department of 

Telecommunications and Postal Services, 2016). 

 

RESEARCH OBJECTIVES 

The phenomenal growth of the internet has given birth to the storing and processing of 

information (Solak & Topaloglu, 2015). In the government sectors and corporations, ICTs 

provide new opportunities for governments and corporations to run and grow their institutions 

and businesses. The significance of this study at this juncture is the implication of the growth 

of the internet and ICTs on users. Of great importance is the question of whether users from 

different institutions consider themselves at risk for security threats, what their attitude is 

towards reporting of cybercrime and the agencies to whom they may report, and what their 

perspective on cyber security practices is. Responses to these questions are important if 

progress is to be made towards achieving a clearer grasp of what the digital environment has 

exposed technology users to and their current attitude towards the possible risks in cyberspace. 

The current study is an attempt to contribute meaningfully to the discourse on cyber risks and 

security practices by establishing whether internet users view themselves to be at risk for 

cybercrime and consider the current security practices to be effective in curbing cybercrime.  
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RESEARCH METHODOLOGY 

Participant sampling and recruitment 

An exploratory survey design was used in this study and respondents were sampled through 

convenience and snowball strategies. The snowball sampling strategy was used because of lack 

of knowledge of the sampling frame and limited access to appropriate participants for the 

intended study (Alston & Bowles, 2003:90). The researchers employed multiple methods of 

recruiting respondents for the questionnaire. The link to the online questionnaire was shared 

through the University of KwaZulu-Natal’s e-mail server list, which meant it was sent to 

students and staff. The link was also shared on social media, e.g. Facebook and WhatsApp 

platforms, by the researchers. Additionally, the researchers also engaged in face-to-face 

recruiting, which involved walking around campus and asking students to complete the 

questionnaire by sharing the link. During these interactions the researchers often inquired 

whether respondents knew of other students who would be willing to complete the 

questionnaire.  

A total of 248 respondents completed the questionnaire. There were 137 (55%) female 

and 106 (45%) male respondents. In terms of age, just over half (53 %) of the respondents were 

between the ages of 18 and 24 and were university students. Forty-one percent (41%) of the 

sample indicated that they were employed.  

 

Data collection 

Ethical clearance for this study was obtained from the University of KwaZulu-Natal’s Research 

Ethics Review Committee (reference number: HSS/1479/017).  

The data was collected by means of an online English questionnaire, which was hosted 

by Google Forms. The questionnaire was constructed by the principal investigator and 

consisted of closed-ended and Likert scale questions. Closed-ended questions provided a set of 

responses from which the respondents had to choose one or sometimes more than one response 

(Maree and Pietrsen, 2007:161). On the other hand, the Likert scale questions provided a set 

of statements offered for a real or hypothetical situation under study to measure human attitudes 

in a scientifically accepted and validated manner (Joshi, Kale, Chandel & Pal, 2015:397). In 

total the questionnaire consisted of 20 items addressing general views on cyberattacks, cyber 

risks and cybersecurity measures in South Africa. To address these general views on 

cybercrime, key issues or themes were identified from the theoretical and empirical literature 

and these were used to guide all aspects of the study. The questionnaire took 5-10 minutes to 

complete.  

 

Data analysis 

The data was coded and captured using SPSS 25. Non-responses were given a code and 

included in the data analysis. The data was then checked for any errors before analysis 

commenced. The data was analysed using descriptive statistics to summarise and provide a 

general overview of responses to questions and are presented in the form of frequency tables.  

 

RESULTS 

The overarching objective of the study was to generate baseline information regarding people’s 

perceptions and experiences with cybercrime within the South Africa context. This section 

outlines the results of this study that were generated through the administration of the 

questionnaire. The questionnaire focused mainly on three aspects, namely, cyberattacks, cyber 

risks and cybersecurity measures in South Africa. 
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Table 1: Have you ever experienced any of the following? 

 

Experience Frequency Percent 

Identity theft via e-mail/SMS 13 2.7 

Spam e-mail (inheritance) 170 35.1 

Cyberbullying 16 3.3 

Receiving pictures of porn 160 33.0 

E-mail requesting banking details 60 12.4 

Online harassment 25 5.1 

Other/none of the above 41 8.4 

Total 485 100.0 

 

From the 248 research participants, some of the respondents experienced more than one 

form of cybercrime. Slightly more than thirty-five percent (35.1%) (n=170), indicated that they 

had received spam e-mails concerning false or windfall inheritance. Thirty-three percent (33%) 

(n=160) of respondents reported having received unsolicited pornographic images. More than 

twelve percent (12.4%) of respondents reported having been harassed online, and less than four 

percent (3.3%) (n=16) of the respondents reported being the victim of cyberbullying. The least 

prevalent form of cybercrime that respondents experienced was identity theft since less than 

three percent (2.7%) (n=13) reported having been victims of identity theft via e-mail or SMS. 

(see Table 1 above).  
 

Table 2: Have you been a victim of the following cyberattacks in the past 12 months? 

 

Attacks Frequency Percentage 

No response 6 2.3 

Virus/malware attack 29 11.3 

Phishing scam 11 4.3 

Online account attack 43 16.8 

Online banking attack 13 5.1 

Denial of service attack 3 1.2 

None of the above 151 59.0 

Total 256 100.0 

 

From the sample of 248 respondents, 151 (60.9%) had not experienced cyberattacks. 

(In the context of reported attacks in Table 2, 59% is the proportion of the total of responses.) 

Table 2 also indicates that of those who did report attacks (37.7% of the total reports), the most 

were 43 (16.8%) online account attacks, followed by 29 (11.3%) virus or malware attacks. The 

remaining 27 reports (9.6%) indicated online banking, phishing, and denial of service 

respectively. 

 

Table 3: Do you have knowledge of anyone who has been a victim of cybercrime? 

 

Know Anyone  Frequency Percentage 

No Response 3 1.2 

No 107 43.1 

Yes 138 55.6 

Total 248 100.0 
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In terms of understanding whether citizens share their experiences of victimisation, the 

findings indicate that more than fifty percent (55.6%) of respondents indicated that they had 

knowledge of someone who had been a victim of cybercrime. On the other hand, forty-three 

percent (43.1%) of respondents did not know anyone who had been a victim of cybercrime. 

(See Table 3 above). 
 

Table 4: How willing would you be to report cybercrime to the police? 
 

Willing to report Frequency Percentage 

Not Willing 25 10.1 

Slightly willing 20 8.1 

Moderately willing 46 18.5 

Willing 48 19.35 

Very willing 109 43.95 

Total 248 100.0 

  

As indicated in Table 4, nearly sixty-five percent (63.3%) of respondents were willing 

to report incidences of cybercrime to the police, with close to forty-five percent (43.95%) of 

respondents very willing to report cybercrime to the police and nearly twenty percent (19.35%) 

of respondents were willing to report incidences of cybercrime to the police. Overall, 89.2% of 

the respondents were willing to report cybercrime to the police. More than ten percent (10.1%) 

of respondents were not willing to report cybercrimes to the police, and another 20 (8.1%) were 

only slightly willing.  

 

Table 5: Who did you report the cybercrime to? 
 

Report To Frequency Percentage 

Not applicable, did not report 164 66.1 

Financial Service 30 12.1 

Internet Service Provider (ISP) 27 10.9 

Police 23 9.3 

Other 4 1.6 

Total 248 100.0 

   

When asked about where the respondents reported the incidents of cybercrime, 

approximately two-thirds (66.01%) stated that they did not report the crime. Of the reported 

cybercrimes, 30 (12.1%) of the respondents reported financially-related cybercrime to financial 

service institutions and 27 (10.9%) reported to their ISP. Less than ten percent (9.3%) of the 

respondents reported cybercrime to the police. (See Table 5 above). 

 

Table 6: If you did not report a cybercrime, what was your main reason? 
 

Reason for not Reporting Frequency Percentage 

No response 10 4.0 

I fixed the problem myself 19 7.7 

Waste of time 20 8.1 

I don’t know who and how 45 18.1 

I don’t know what the crime was 8 3.2 

Not applicable 146 58.9 

Total 248 100.0 
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The categories ‘not applicable’ (n=146) and ‘no response’ (n=10) together made up 

nearly sixty-three percent (62.9%) of the responses. For those reporting reasons for not 

reporting cybercrimes, Table 6 reveals that nearly twenty percent (18.1%) of respondents did 

not know who they were supposed to report to and how they must report incidences of 

cybercrime. Although there was a perception that crimes should be reported to the police, eight 

percent (8.1%) of respondents felt that it was a waste of time to report incidences of cybercrime, 

whereas more than seven percent (7.7%) of respondents took it upon themselves to fix the 

problem. Slightly more than three percent (3.2%) of respondents did not report incidences of 

cybercrime because they did not know what type of crime it was.  

 

Table 7: How would you rate your knowledge on cybercrime? 

 

Cybercrime Knowledge Rating Frequency Percentage 

No response 2 0.8 

Not at all aware 21 8.5 

Slightly aware 51 20.6 

Somewhat aware 86 34.7 

Moderately aware 58 23.4 

Extremely aware 30 12.1 

Total 248 100.0 

 

In Table 8, it can be seen that the respondents were not sure whether they had grasped 

the concept of cybercrime. Eighty-six (34.7%) of the respondents were somewhat aware of 

cybercrime, followed by 58 (23.4%) being moderately aware and 51 (20.6%) being slightly 

aware, while 30 (12.1%) of the respondents were fully aware of cybercrime. However, there 

were respondents who were not aware of cybercrime. Out of a total of two hundred and forty-

eight (248) respondents, less than ten percent (8.5%) were not at all aware of cybercrime. 

 

Table 8: To what extent do you feel at risk from cybercrime? 

 

At Risk Frequency Percentage 

Feel at risk 175 70.6 

Feel not at risk 73 29.4 

Total 248 100.0 

  

Respondents felt that they could become victims of, or were vulnerable to cybercrime. 

Roughly seventy percent (70.6%, n=175) of the respondents felt that they were at risk from 

cybercrime, leaving almost thirty percent (29.4%, n=73) not feeling at risk from cybercrime 

(See Table 9 above). 

 

Table 9: How important is password protection? 

 

Password Protection Frequency Percentage 

Not important 4 1.6 

Slightly important 8 3.3 

Moderately important 13 5.4 

Important 20 8.3 

Very important 197 81.4 

Total 242 100.0 
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 In Table 10, the vast majority (81.4%) of respondents expressed the view that password 

protection was a very important cybersecurity practice. A further 20 (8.3%) said it was 

important, and 13 (5.4%) said it was moderately important. A few (3.3%) saw it as only slightly 

important, while less than two percent (1.6%) of respondents felt that password protection was 

not a significant form of cyber security practice.  

 

Table 10: Do you think that current South African laws are able to control cyber 

criminals? 

 

SA Laws Can Control Cybercrime Frequency Percentage 

No response 2 0.8 

Strongly agree 5 2.0 

Agree 15 6.0 

Not sure 127 51.2 

Disagree 99 39.9 

Strongly disagree 0 0.0 

Total 248 100.0 

 

In Table 11, nearly forty percent (39.9%) of the respondents felt that the current South 

African legislation on cybercrime failed to control cybercriminals, while even more (51.2%) 

of respondents were not sure whether South African law was able to control cybercriminals. 

Only eight percent (8%) of respondents agreed or strongly agreed that South African laws were 

able to control cybercriminals. 

 

DISCUSSION 

This study investigated attitudes and behaviours with reference to cybercrime. The study aimed 

to explore three aspects, namely, cyberattacks, cyber risks, and cybersecurity practices. The 

rationale behind the assessment and understanding of attitudes towards, and perceptions of, 

cybercrime was that the use of ICTs has increased significantly both in domestic households 

and in the business sector (Solak & Topaloglu, 2015). This rise in ICTs has resulted in 

opportunities for virus infection, online attacks, e-mail spam and becoming targets for hackers. 

The insight gained from the study raises concerns about the awareness and 

understanding of cybercrime. The study revealed that respondents had experienced a wide 

range of illicit activities that included fraudulent practices on the internet and online privacy. 

Amongst other illegal activities within cyberspace, most reported was spam by over a third of 

the participants, followed closely by unsolicited pornographic images, similar to reports by 

Hathaway et al (2012:34). Attempts to obtain bank details were reported, while others have 

been harassed online and yet others have been victims of cyberbullying (Hinduja & Patchin, 

2014). The increased dependency on IT has also resulted in opportunities for abuse (Dowland 

et al, 1999). Although it is argued that in any criminal offence cases, a victim is never at fault, 

because such assumptions result in secondary victimisation, Holtfreter, Reisig, and Pratt (2017) 

argue that low self-control is a risk factor specifically for non-contact crimes, such as 

cybercrime, because at least some degree of victim cooperation is necessary for perpetration to 

be successful. In an earlier study, Arief (2005) argued that different sectors, such as companies, 

industries, markets and institutions became victims of cybercriminal attacks because of 

negligence on the side of their employees or contractors who inadvertently caused a data 

breach, either intentionally or through carelessness. 

This study showed that one of the challenges with the issue of reporting crime is that 

some people do not know to who they are supposed to report cybercrime and how they should 
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report it. These findings corroborated a similar finding by Aghatise (2014) who attributed the 

lucrative nature of cybercrime to the fact that its victims rarely have the necessary knowledge 

to deal with cybercrime occurrences. Burger (2013) has warned that this lack of knowledge on 

the part of internet users means that cases of cybercrime remain unreported (Burger, 2013). 

Shockingly, most of the respondents seemed to feel that reporting of cybercrime is a waste of 

time. Such an attitude, according to Choo (2011), might be caused by the belief that there is 

little chance of a successful prosecution. It may also be due to the issue of law enforcement 

personnel being inadequately equipped with the requisite technological knowledge, while most 

cybercriminals are experts in technology (BRICS, 2017). These explanations do hold water 

because some of the participants were reluctant to report cybercrime to the police. This finding 

may be deemed worrying given that some people do not have faith in law enforcement and 

other agencies that are there to attend to cybercrime cases, and also believing the incident was 

not serious enough to warrant reporting it (Choo, 2011).  

It cannot be ignored that some of the individuals felt embarrassed to report their 

victimisation, or that their losses may be small, or the dangers posed may not be immediately 

evident, or not regarded as serious by the victim, or the loss may genuinely not be serious 

(Wall, 2008). This failure or lack of willingness to report cybercrime has been one of the 

challenges for the criminal justice system to overcome and resolve. One of the issues revealed 

by the findings is that some respondents were not sure whether they have grasped the concept 

of cybercrime. This may be due to the fact that cybercrime is still a relatively new concept and 

not many people seem to be aware of its risk (Burger, 2013). It can be argued that the start of 

the problem is the lack of understanding of what cybercrime is, and what it entails may 

influence the possibility of reporting as well as understanding the risks and vulnerabilities that 

come with cybercrime.  

Solak and Topaloglu (2015) believe that individuals are at risk of cybercrime through 

harassment and threats made possible by the use of the internet on personal computers, tablets 

and mobile phones, as well as publishing music or books without obtaining the necessary 

copyright permission from the owners of the intellectual property. Professor Sebastiaan von 

Solmes, Director of the Centre for Cyber Security at the University of Johannesburg, has stated 

that no one is insusceptible to cybercrime (Cape Times, 2017). It was enlightening that the 

majority of the participants believed Von Solme’s (2015) view as well as Solak and 

Topalogle’s (2015) that they were at risk of becoming victims of cybercrime. These results are 

also in line with Choo’s (2011) argument that organisations and countries are at a high risk for 

the threat of cybercrime and cyberattack. It is, however, expected that the majority of the 

individuals would feel at risk because, according to Broadhurst (2006: 413), different sectors 

such as government, industries, markets and consumers, who are increasingly dependent on 

computer connectivity, tend to be prone to an array of threats. Furnell, Tsaganidi, and Phippen 

(2008) point out that home users of the internet are more susceptible to security threats. 

However, it is bewildering that there are internet users who believe that they are not at risk of 

becoming victims of cybercrime. Wall (2008) is also of the view that with the increasing level 

of cybercrime, there is a lack of public knowledge about the real risks of cybercrime. This is 

not surprising as it has been argued that many organisations or individuals are unaware of being 

potential targets for hackers, cyber thieves, and extortionists until it is too late to respond to or 

recover from being cyberattacked (Council of Europe, 2018a). 

The findings of the study further revealed that people still feel reluctant to share their 

experiences of cybercrime, as some of the participants had no knowledge of anyone who has 

been a victim of cybercrime. This might be caused by two possible assumptions that individuals 

may have, namely, fearing negative publicity (Choo, 2011), or feelings of embarrassment 

(Wall, 2008). This lack of knowledge sharing has a negative influence on the understanding 

and awareness of cybercrime, as well as the risk prevalent in the use of the internet because 



Du Toit-Hadebe-Mphatheni  Acta Criminologica: Southern African Journal of Criminology 31(3)/2018 

Special Edition: Cybercrime 

__________________________________________________________________________________________  
 

__________________________________________________________________________________

127 

there is no knowledge sharing in relation to victim experiences. This results in a high 

probability of someone being a victim of the issues mention by Aghatise (2014), which include 

being easily deceived by criminals who prey on people who are easily deceived, as well as 

people who trust people easily and believe that people are friendly and trustworthy. People 

learn from the experiences of other people, therefore, sharing of cybercrime experiences may 

influence and have a positive impact on other individuals and make them cognisant of the major 

risk that they face in that they may be prone to cybercrime in a world that relies on the internet. 

This study showed that participants were aware of being highly at risk for cybercrimes, 

in that they acknowledged the importance of adequate password protection. Thus, it is evident 

that at the personal level respondents had some sense for their own safety when online, even if 

this awareness did not translate into sharing experiences or reporting cybercrimes. 

Aghatise (2014) reports that one of the major challenges across the African Continent 

is the enactment of adequate cyberspace laws. The Cybercrimes and Cybersecurity Bill 

(Republic of South Africa, 2016) criminalises illicit cyber activities that take place in 

cyberspace. This Bill considers password protection to be one of the important cyber security 

practices, hence, according to Section 7 of Chapter 2 of the Bill, “…any person who unlawfully 

and intentionally acquires, possesses, provides another person or uses a password, an access 

code or similar data or device to obtain information such as a secret code or pin, an image, 

security token, an access card, biometric or any device, or a word or a string of characters and 

numbers, used for financial transactions, or user authentication in order to access or use data, 

a computer program, a computer data storage medium or a computer system is guilty of an 

offence” (Republic of South Africa, 2016:9). With the criminalisation of the use of another 

person’s password for illegal activities, the findings revealed that the use of password 

protection is an important and effective form of cyber security practice. However, it is 

noteworthy that a small portion of the participants still regard it inadequate practice to control 

and prevent cybercrime activities. This is not surprising because the majority of the respondents 

were of the view that the South African law on cybercrime would not be able to control cyber 

criminals. However, section 14(1) of Chapter 2 of the Bill makes provision that “any person 

who contravenes the provisions of section 2(1), 3(3) or 7(2) is liable on conviction to a fine or 

to imprisonment for a period not exceeding five years or to both fine and such imprisonment”, 

while sub-section 2 emphasises that “…any person who contravenes the provisions of section 

3(1), or (2) or 4(1) or (2), 5(1), 6(1) or 7(1) is liable on conviction to a fine or to imprisonment 

for a period not exceeding ten years or to both fine and such imprisonment” (Republic of South 

Africa, 2016:11). 

It needs to be noted that many of the participants in this study were drawn from the 

academic environment. It could be argued that simply through exposure this group would be 

more ‘techno-savvy’ than the general population. Even in this group there was not optimal 

knowledge about risks, security measures to take to protect themselves, different types of cyber 

insecurities that may cause harm, in both their software and hardware systems, and the laws 

that protect them against cybercrime victimisation. These issues need to addressed within the 

wider context of cyber security. At the same time, it would also be necessary for future research 

to gather similar data from a wider range of participants, with a specific focus on people from 

different business sectors who are more reliant on the use of cyberspace and more vulnerable 

to the risks posed by the increasing illicit activities in cyberspace.  

In this study, because of an overall lack of public knowledge about the real risks of 

cybercrimes, those who were not discouraged from going online were often unable to make 

informed choices about the risks that they might face, especially where the threat was new. A 

majority of the respondents were somewhat aware of cybercrime, but not fully aware. 

Accordingly, this might be one of the reasons why cybercrimes go unreported, where the 
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majority of the respondents were not sure whether the law could control cybercriminals 

effectively. 

Cybercrime is here to stay, and computer users need to develop their knowledge of it 

and play an active role in their own protection. Home users must ensure that anti-virus and 

anti-malware software is installed on their personal computers, and must also ensure that they 

update their computers regularly. Computer systems need to be checked regularly against any 

cyber insecurity that may cause harm. Finally, law enforcement needs to employ more police 

personnel who are equipped with the requisite technological knowledge. This may help bolster 

confidence in the police with regards to cybercrime cases, in turn making them more willing 

to report a cybercrime.  

______________________ 
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